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Viral marketing and particularly ‘tell a friend’-systems
on websites are allowed, provided that certain condi-
tions are complied with. This is what the Telecoms Au-
thority (OPTA) and the Dutch Data Protection Author-
ity (DPA) have made known in a joint opinion.

Viral marketing and ‘tell a friend’ provided Internet us-
ers with the option to inform a friend or acquaintance
through a website about particular messages or news
from that site. This marketing method (so-called viral
marketing) is largely applied on websites and affects the
powers of both OPTA and the DPA. Although this mar-
keting method has been used for a number of years now,
the two authorities have only now drawn up a joint opin-
ion in order to create clarity on the conditions on which
‘tell a friend’-systems can be used in a lawful way.

‘Tell a friend’

‘Tell a friend’-systems offer the visitors of a website the
option to have an e-mail sent to someone they know (or
perhaps not know) without the prior consent of the ad-
dressee. A well-known example was an online contest or-
ganised by an air carrier; participants had to solve a
puzzle and could win a city-trip. If they didn’t solve the
puzzle they could enter again, provided that they invited
five friends to participate as well.

Such viral marketing and ‘tell-a-friend’ actions fall under
the spam prohibition, i.e. the prohibition pursuant to
the Telecoms Act (Telecommunicatiewet) regarding the
dispatch of unsolicited electronic messages for commer-
cial, idealistic or charitable purposes. Furthermore, a
personal e-mail address will most likely be involved. This
implies that the Dutch Personal Data Protection Act
(Wet bescherming persoonsgegevens) applies as well.

Conditions for lawfulness

In this joint opinion, OPTA and the DPA determine that
‘tell a friend’-systems can only be lawful if at least the fol-
lowing conditions have been complied with:

1. no incentives or rewards: the message will be sent com-
pletely on the initiative of the Internet user (i.e.
sender); the website does not provide incentives or
(any chance of) reward to the sender or recipient;

2. sender’s identity: it must be clear to the recipient who
the initiator of the e-mail is, so that he can tackle that
person if he does not like such mails.

3. sender responsible: the sender must know the full con-
tent of the message that is sent on his behalf, so that
he can assume responsibility for the personal contents
of the message.

4. no harvesting of personal data: the website concerned
may not use or save the e-mail addresses and other
personal data for other purposes than the once-only
dispatch of a message on behalf of the sender. In ad-
dition, the website must protect the system from
abuse, like the automated dispatch of spam.

Co-operation protocol

This is not the first time OPTA and the DPA have
worked together. The authorities have entered into a co-
operation protocol. This protocol includes arrange-
ments on the way they work together in matters where
both have certain powers, such as in the area of privacy
protection for (Internet) users and the processing of
personal data by providers of electronic communica-
tions services.

The joint position on viral marketing (in Dutch) can be
downloaded from the websites of both regulators: http://
www.opta.nl and http://www.cbpweb.nl search on ‘tell-a-
friend’.

Legislation and Guidance

01/09 World Data Protection Report BNA ISSN 1473-3579 9


