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vragen

 houdbaarheid van de oplossingen 
van cloudleveranciers?

 wat moet de FBI in mijn dropbox?

 en wat komt er uit Europa?

compliance, compliance, compliance
vooral m.b.t.
• beveiliging en continuïteit
• locatie van verwerking en bewerkers 
• in hoeverre is sprake van bewerkerschap?

Patriot Act 2001…

Kroes…?

cloud-computing
 supplement, consumption, and 

delivery model for IT services based 
on internet protocols, and it 
typically involves provisioning of 
dynamically scalable and often 
virtualized resources

 provision of computation, software, 
data access, and storage services 
that do not require end-user 
knowledge of the physical location 
and configuration of the system that 
delivers the services 

cf. electricity
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data protection
compliance issues



ConsumersConsumers Mature market Mature market –– low or no cost (advertising)low or no cost (advertising)

Access at home, work & on the moveAccess at home, work & on the move

StartStart--upsups Removes barriers to entryRemoves barriers to entry

Easily scalableEasily scalable

SMEsSMEs Empowers employees Empowers employees –– flexibility & innovationflexibility & innovation

Predictable costs Predictable costs –– OpExOpEx not not CapExCapEx

Large Large 
CorporatesCorporates

ReRe--balancing of risk profiles balancing of risk profiles –– what needs to be what needs to be 
controlled? Private clouds or restrictedcontrolled? Private clouds or restricted--use use 
clouds clouds 

MultiMulti--
nationalsnationals

Flexibility in global deployment Flexibility in global deployment –– increase increase 
market responsivenessmarket responsiveness

Public Public 
SectorSector

No longer red due to costNo longer red due to cost--cutting imperativecutting imperative

Public sector cloud Public sector cloud –– Shared servicesShared services

cloud contracts

 Obligation to retain records

“You're responsible for
backing up the data that you
store on the service. …We 
have no obligation to return 
data to you after the service 
is suspended or cancelled”

 Encryption

“You shall not permit Users
to access or use Services in 
violation of any U.S. export 
embargo, prohibition or
restriction.”

 Personal data

“As part of providing the 
Services, Supplier may
transfer, store and process
Customer Data in … any other
country in which Supplier or
its agents maintain facilities”

 Applicable law

eg. Financial services 
industry, MiFiD, SOX, Patriot 
Act, etc.

 verantwoordelijke zorgt ervoor 
dat bewerker voldoende 
waarborgen t.a.v. technische 
en organisatorische 
beveiligingsmaatregelen

 verantwoordelijke ziet toe op 
naleving van die maatregelen

verantwoordelijke en bewerkers…
 verantwoordelijke bepaalt doel 

van en middelen voor  
verwerking persoonsgegevens 

 bewerkers verwerken t.b.v.  
verantwoordelijke, zonder aan 
zijn rechtstreeks gezag te zijn 
onderworpen



behandling af følsomme personoplysninger
i cloud-løsning

 Google Apps’ use by teachers in 
municipality of Odense

 Google Ireland Ltd is processor

 data processed in Google Inc’s 
datacenters in US and Europe

“a multitenant, distributed
environment…”

 Odense has, in reality, no control of 
how the data will be processed

 Odense cannot actively ensure 
security measures are upheld

 Danish DPA willing to reconsider … if 
Odense continues work on the case 
and seeks solutions

 Odense has, in reality, no control of 
how the data will be processed

 Odense cannot actively ensure 
security measures are upheld

 Danish DPA willing to reconsider … if 
Odense continues work on the case 
and seeks solutions

‘uit Amerikaans onderzoek blijkt…’

 cloud providers do not view 
security a competitive 
advantage

 security is the customers 
responsibility

 main drivers for customers 
are lower cost and faster 
development

 improved security and 
compliance are unlikely 
reasons for choosing cloud 
services

doorgifte…



Microsoft Office 365
 As a general rule, customer

data will not be transferred
to datacenters outside that
region [ie EU/EEA]. 

 There are, however, some
limited circumstances
where customer data might
be accessed by Microsoft 
personnel or subcontractors 
from outside the specified
region (e.g., for technical
support, troubleshooting, 
or in response to a valid
legal subpoena)

Dropbox
 We may disclose to parties

outside Dropbox files stored
in your Dropbox and 
information about you that
we collect when we have a 
good faith belief that
disclosure is reasonably
necessary to … comply with
a law, regulation or
compulsory legal request

 we will remove Dropbox’s
encryption from the files 
before providing them to 
law enforcement

 Patriot Act 2001 & National 
Security Letter (NSL)

 US cloud aanbieders werken 
mee, althans sluiten dat niet 
uit…

wat moet de FBI in mijn dropbox?
Uniting and Strengthening
America by Providing Appropriate
Tools Required to Intercept and 
Obstruct Terrorism

demand letter to turn over various
records and data pertaining to 
individuals; only non-content 
information, such as transactional
records, phone numbers dialed or
email addresses etc.

rijkscloud
 aan uw Kamer is toegezegd dat 

gegevens van de overheid binnen 
de grenzen van Nederland 
moeten worden opgeslagen, en 
dat de Rijksdienst van een 
gesloten Rijkscloud gebruik zal 
maken 

 bij uitbesteding van rekencentra 
[kan] in het programma van eisen 
een eis worden opgenomen, dat 
het de leverancier nooit is 
toegestaan gegevens van de 
overheid (ook over Burgers) in 
het kader van de Patriot Wet aan 
de Verenigde Staten te leveren 



wat komt eruit Europa…?

 nieuwe richtlijn of 
verordening

 security breach notification

 dataportability…?

 applicability

 ‘closest to home individual
right of redress’…?

enable data subjects to seek redress in 
front of the courts … closest to their
home, in this way affording them
practical and reasonable opportunities
to defend their … right to data 
protection

discussie
vragen?
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