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MofsUZv Uka 
qeb MolqbZqflk lc MboplkUi AUqU
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olUajUm
§ WUZhdolrkap

- what is privacy anyway?
§ BrolmbUk MofsUZv GUt 

- EU Privacy Directive (95/46)
- rules for the processing of 

personal data
• when may ‘controllers’ process 

personal data..?
• what rights have ‘data 

subjects’…?

§ $m9j!

- EU Privacy e-Comms
Directive (2002/58)  

• rules for unsolicited 
communications
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MofsUZv

§ obiUqflkUi mofsUZv 
- the right to be left/let alone 

• the inviolability of the home
§ pbZobZv lc ZljjrkfZUqflkp

- claims with respect to the 
secrecy of the medium 

• correspondence
• telephone

§ fkclojUqflkUi mofsUZv
- protection of personal data
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BrolmbUk MofsUZv GUt

AfobZqfsb 62,13,B@ ! + G/5.$ /0+..+.662$ m+ 0. x 2-

: Jbt MolmlpUi clo U DbkboUi AUqU 
MolqbZqflk AfobZqfsb

§ UZZlrkqUWfifqv

§ mofsUZv Wv abpfdk 

§ aUqU mloqUWfifqv

§ aUqU jfkfjfpUqflk

§ aUqU WobUZe klqfcfZUqflk

§ Ukaw

yU ofdeq ql Wb clodlqqbk…$ f+U+ 
tebob molZbppfkd fp WUpba
lk Zlkpbkq lo ZlkqoUZq$ lo
tebob Uk fkafsfarUi tfpebp 
ql objlsb aUqU mlpqba Up U 
Zefia



lWgbZq lc afobZqfsb 62,13,B@

– molqbZqflk lc crkaUjbkqUi ofdeqp Uka 
cobbaljp lc kUqroUi mboplkp 

- and in particular their right to privacy with 
respect to the processing of personal data

– kl obpqofZqflkp clo qeb cobb cilt lc 
mboplkUi aUqU Wbqtbbk IbjWbo OqUqbp 

- for reasons connected with the protection of 
these rights 

eUojlkfpUqflk!eUojlkfpUqflk!

jbjWbo pqUqbp 
obUZq 

WUk qeb qoUkpcbo 
lc mboplkUi aUqU 

ql Zlrkqofbp 
tfqelrq 

yUabnrUqb 
molqbZqflk…

jbjWbo pqUqbp 
obUZq 

WUk qeb qoUkpcbo 
lc mboplkUi aUqU 

ql Zlrkqofbp 
tfqelrq 

yUabnrUqb 
molqbZqflk…

eUojlkfpUqflk+++ tev8

fkZbkqfsb clo 
ZljmUkfbp ql 
molZbpp qebfo 

aUqU fk jbjWbo 
pqUqb tfqe 

iltbpq ibsbi lc 
molqbZqflk

fkZbkqfsb clo 
ZljmUkfbp ql 
molZbpp qebfo 

aUqU fk jbjWbo 
pqUqb tfqe 

iltbpq ibsbi lc 
molqbZqflk

.64-

kUqflkUi aUqU 
molqbZqflk UZqp

afccbobkq ibsbip 
lc molqbZqflk

.64-

kUqflkUi aUqU 
molqbZqflk UZqp

afccbobkq ibsbip 
lc molqbZqflk

‘evasion’ of national data 
protection acts via telecoms



aUqU molqbZqflk iUt fp UWlrq+++

processing personal data 
by controllers and by
processors

anything that can be done
with personal data, incl. 

collecting, using, deleting, 
altering etc.

any information about
identified or identifiable

natural persons (text, image, 
voice etc.)

legal or natural person that
determines purpose and 

means of processing (ie the 
‘owner’ of the data)

legal or natural person that
processes personal data on

behalf of a controller

aUqU molqbZqflk Ummifbp qlw

• processing of personal
data wholly or partly by
automatic means, and

• data in a filing system
• unless exempted

electronically, ie something with a computerchip: 
pc, Mac, Blackberry, iPhone, TomTom, etc. 

structured set of data 
relating to different persons

• personal or houshold activities
• specific laws: police, voting registers, etc.

• limited exemption for processing for
artistic or journalistic purposes



qboofqlofUi pZlmbw

a member state’s data protection act applies to:
• processing in the context of the activities an
establishment of the controller in that member
state

economic activities: legal entity, 
branch, office etc.

the entity or natural person that
determines means and processing of the 

personal data

Uka qboofqlofUi pZlmbw

member states data protection act also
applies if

• no establishment in EU and
• use is made of equipment in 

memberstate
• unless only used for transit

economic activities: legal entity, branch, 
office etc.

server, backup
facilities etc.

fiber cables, etc.



oribp clo molZbppfkd 
mboplkUi aUqU

aUqU molqbZqflk lWifdUqflkp+++

• valid basis for processing
• well-defined purposes and 

further processing for
compatible purposes

• transparancy rights
• security

• consent  • execution of contract • legal obligation • vital
interest • public authority •  acad!ba legitimate interest

the purpose of collection
determines to what extent

further processing is allowed

datasubjects’ right to know
about the processing of their

data

to prevent loss and other
unlawful processing



oribp clo molZbppfkd mboplkUi aUqU

WUpfp clo molZbppfkd
§ rkUjWfdrlrp Zlkpbkq
§ mboclojUkZb lc U ZlkqoUZq
§ ibdUi lWifdUqflk
§ sfqUi fkqbobpqp
§ mrWifZ Urqelofqv
§ ibdfqfjUqb fkqbobpq
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§ mrWifZ Urqelofqv
§ ibdfqfjUqb fkqbobpq

mromlpb Wfkafkd
§ croqebo molZbppfkd klq

fkZljmUqfWib tfqe mromlpb
lc ZliibZqfkd

mromlpb Wfkafkd
§ croqebo molZbppfkd klq

fkZljmUqfWib tfqe mromlpb
lc ZliibZqfkd

mromlpb lc ZliibZqfkd
§ ibdfqfjUqb
§ bumifZfq Uka tbii&abcfkba

mromlpb lc ZliibZqfkd
§ ibdfqfjUqb
§ bumifZfq Uka tbii&abcfkba

obqbkqflk
§ kl ilkdbo qeUk kbZbppUov clo

mromlpb lc ZliibZqfkd

obqbkqflk
§ kl ilkdbo qeUk kbZbppUov clo

mromlpb lc ZliibZqfkd

molZbppfkd fp Uiiltba

• tfqe rkUjWfdrlrp Zlkpbkq lc 
aUqU prWgbZq

• kbZbppUov clo mboclojUkZb lc 
U ZlkqoUZq tfqe aUqU prWgbZq

• sufficient information
• not via acceptance of Terms & Conditions

not in employer-employee
relations

including pre-contractual phase

and everything that is done in the 
course of a normal contractual

relationship (eg newsletter) 

free expression of data 
subject’s wish



molZbppfkd fp Uiiltba

• kbZbppUov clo ZljmifUkZb
tfqe ibdUi lWifdUqflk

• kbZbppUov ql molqbZq sfqUi
fkqbobpqp lc qeb aUqU prWgbZq

• kbZbppUov clo mboclojUkZb lc 
U qUph ZUoofba lrq fk qeb 
mrWifZ fkqbobpq lo fk buboZfpb
lc lccfZfUi Urqelofqvw

eg tax act 

life and dead
situations

eg tax inspctor

molZbppfkd fp Uipl Uiiltbaw

• if necessary for the purposes of 
the legitimate interests pursued
by controller or by third party or
parties to whom the data are 
disclosed…•except where such
interests are overridden by the 
data subjects (privacy) interests

• eg direct marketing, 
credit management,

• fraude prevention
• etc.  

need to balance interest, eg by
implementing safegurads



ZliibZqflk Uka croqebo molZbppfkd

mromlpb lc ZliibZqfkd
§ ibdfqfjUqb
§ bumifZfq ! tbii&abcfkba

mromlpb lc ZliibZqfkd
§ ibdfqfjUqb
§ bumifZfq ! tbii&abcfkba

obqbkqflk
§ kl ilkdbo qeUk

kbZbppUov clo mromlpb
lc ZliibZqfkd

obqbkqflk
§ kl ilkdbo qeUk

kbZbppUov clo mromlpb
lc ZliibZqfkd

mromlpb Wfkafkd
§ croqebo molZbppfkd klq

fkZljmUqfWib tfqe
mromlpb lc ZliibZqfkd

mromlpb Wfkafkd
§ croqebo molZbppfkd klq

fkZljmUqfWib tfqe
mromlpb lc ZliibZqfkd

needs to provide for a framework
within the collection can be
assessed

• consequences for data subjects
• from whom data are obtained
• sensitivity of the data

pmbZfUi aUqU

• oUZfUi lo bqekfZ lofdfk
• pbu ifcb
• mlifqfZUi lmfkflkp
• obifdflrp lo mefilplmefZUi

Wbifbcp
• qoUab rkflk jbjWbopefm
• ebUiqe

• plZfUi pbZrofqv krjWbo



qoUkpmUobkZv lWifdUqflkp Uka ofdeqp

molefWfqflk ql qoUkpcbo aUqU 
lrqpfab qeb BR$ rkibppw

molefWfqflk ql qoUkpcbo aUqU 
lrqpfab qeb BR$ rkibppw

Wrq pqfii 
fkZbkqfsbp ql 
molZbpp aUqU 
lrqpfab BR

lrqplroZfkd ql 
yaUqU eUsbkp…

Wrq pqfii 
fkZbkqfsbp ql 
molZbpp aUqU 
lrqpfab BR

lrqplroZfkd ql 
yaUqU eUsbkp…

qoUkpcbo oribp7 tev8

kl aUqU molqbZqflk 
obiUqba fkZbkqfsbp 
ql molZbpp aUqU fk 

lqebo jbjWbo 
pqUqbp 

jlob&lo&ibpp 
pUjb ibsbi lc 

molqbZqflk

kl aUqU molqbZqflk 
obiUqba fkZbkqfsbp 
ql molZbpp aUqU fk 

lqebo jbjWbo 
pqUqbp 

jlob&lo&ibpp 
pUjb ibsbi lc 

molqbZqflk

fkpfab BR 
eUojlkfpba

oribp clo 
molZbppfkd 

mboplkUi aUqU

fkpfab BR 
eUojlkfpba

oribp clo 
molZbppfkd 

mboplkUi aUqU

‘evasion’ of EU data 
protection rules via telecoms



qoUkpcbo ql qefoa Zlrkqofbp
:oqfZib /2&/3
- in principle, third country transfer 

only allowed if the non EU-country 
provides an adequate level of 
protection

- US safe harbor principles
- EC Standard Contractual Clauses
- exemptions
- unambiguous consent
- performance of contract 
- etc.

transfer of personal data 
prohibited

transfer of personal data 
prohibited

personal data
personal data

UmmifZUWib ql tbWpfqbp8
– UrqljUqba molZbppfkd lc 

mboplkUi aUqU 
– bubjmqflkp al klq Ummiv

- public security, defence, 
State security (incl.  
economic well-being of the 
State) and the activities of 
the State in areas of 
criminal law

- a natural person in the 
course of a purely personal 
or household activity

- journalism etc

ECoJ 6 November 
2003 Case C101/01
ECoJ 6 November 

2003 Case C101/01



klq Zlkpfaboba 0oa Zlrkqov qoUkpcbo

– bsbk fc qeb aUqU ZUk Wb UZZbppba 
colj qefoa Zlrkqofbp$ WbZUrpbw

“given, first, the state of development of the internet 
at the time Directive 95/46 was drawn up and, 
second, the absence, in Chapter IV, of criteria 
applicable to use of the internet…
…one cannot presume that the Community 
legislature intended the expression transfer [of data] 
to a third country to cover the loading, by an 
individual in Mrs Lindqvist's position, of data onto an 
internet page, even if those data are thereby made 
accessible to persons in third countries with the 
technical means to access them”

2m9j!
Directive 2002/58/EC OJ. L201 31.07.2002, p. 37–47



rkplifZfqba ZljjrkfZUqflkp

– lmq&fk 
- automated calling 

devices without human 
intervention

- fax, e-mail, sms
– lmq&lrq

- use of electronic contact 
details of persons that 
are already customer

• for marketing purposes
• with respect to the 

controllers' own similar 
products or services
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lmq&lrq bibZqo+ ZlkqUZq abqUfip

– rpb bibZqolkfZ 
ZlkqUZq abqUfip
- persons that are 

already customer
• for direct marketing 

purposes
• with respect to the 

controllers' own similar 
products or services

lkiv bjUfi Uka pjp$ kl 
cUu aUqU
lkiv bjUfi Uka pjp$ kl 
cUu aUqU

kl ZlkqUZq abqUfip 
UZnrfoba qeolrde mofZb 
Zlkqbpq bqZ+

kl ZlkqUZq abqUfip 
UZnrfoba qeolrde mofZb 
Zlkqbpq bqZ+

SeUq UWlrq dolrm 
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