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programme

context
e privacy and privacy law
* the need for harmonisation

players

e data subject
» controller

* Processor
 DPA and DPO

playing field

e processing of personal data an
d filing system

« personal or household activities

e Journalism

 the territorial scope

rules of the game

e processing grounds

e purpose limitation

e storage and retention

e Security

« special categories of data
* soclal security numbers

* etc.




datasubjects, controllers, processors, dpo's and dpa's, art. 29 WP

PLAYERS
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players Art. 4 GDPR &

RNE Art. 2 95/46/EC

\~~
—

data subject (or 'individual’)
 an identifiable person (ie a natural person who
can be identified, directly or indirectly

controller
« controls the purposes and means of processin

g
« natural person, legal person, or government ins

titution

v

Processor in particular by reference t
» processes data for the controller, without being O an identifier such as a na

directly under its authority me, an identification numbo

er, location data, unique id

DPA entifier or to one or more fa
 authority overseeing the processing of persona ctors specific to the physic

| data al, physiological, genetic,
DPO mental, economic, cultural

or social or gender identity

« officer for protecting data of that person
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"controller" Art. 4(5) GDPR &
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the natural or legal person, public authority,
agency or any other body which alone or jo
Intly with others determines the purposes a

nd means of the processing of personal dat

a.

> poth factually and legally



THE PLAYING FIELD



"processing" f’//——A—rt. 4(3) GDPR:& ~~~~~~ ‘
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means any operation or set of
operations, vfhich is performed upon
personal dati or sets of personal data,

whether or not by automated means

| > electronically

such as collection, recording, organization, structuring,
storage, adaptation or alteration, retrieval, consultation,

> Use, disclosure by transmission, dissemination or

otherwise making available, alignment or combination,
erasure or destruction
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perSOnaI data ~~7  Art. 4(2) (cons. 23) GDPR &
‘. Art. 2(a) 95/46/EC
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any information relating to an identified
or identifiable natural person (“data

JJ\

subject’;

v

an identifiable person is one who can be identified,directly
or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, unique
identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or
social or gender identity of that person
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"anonymous data" "7 Art. 4(2) (cons. 23) G
. DPR

~~~
~~.

Information that does not relate to an
identified or identifiable natural person

an identifiable person is one who can be identified,directly

> or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, unique
identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or
social or gender identity of that person
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"pseudonymous data" 7 Art. 4(2a)

personal data that cannot be attributed
to a specific data subject without the use
of additional information

\4

as long as such additional information is kept separately
and subject to technical and organisational measures to
ensure non-attribution



‘encrypted data" :

personal data, which through
technological protection measures Is

rendered unintelligible to any person
who Is not authorised to access it

A CRYPTO NERD'S
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Art. 4(2b)
GDPR

1 | MAGINATION

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR
CLOSTER TO CRACK \T-

NO Goop! TS
uo%6 -BIT RSA‘

BLPST! OUR
EVIL PLAN
1S FOILED! ™

WHAT WOULD

1 ACTUALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE TELI.S LS THE PASSWORD.

GOT IT,

ﬁ




question

can you name an activity with respect to
personal data that is not covered by the
definition of ‘processing of personal data




"single out"

“A very common family name will n \
ot be sufficient to identify someone :
—j.e. to single someone out — from t i

he whole of a country’s population,
while it is likely to achieve identifica

\\ ! =
tion of a pupil in a classroom. ‘
5>

Even ancillary information, such as “t

____________ he man wearing the black suit” may i

=~ 7 WP29 opinion on the concept of dentify someone out of the passers-
~~ . __ personaldata 20th June 2007 by standing at a traffic light.”



“[There] is no support at all
for further refining the concept 'personal
data’ with categories like 'singling out'.

The proposed definition [without singling-out
| seems to the Netherlands and many
rweede Kamer der swencenesst 2| moamber states complicated enough.”

32 761



Prof.dr. Gerrit-Jan Zwenne

Diluted Privacy Law

Diluted Privacy Law

Paraphrased translation from Dutch of the
inaugural lecture by

E4x Universite
e rd: Leiden
P The Netherlands

’
........

Prof.dr. Gerrit-Jan Zwenne

on the acceptance of his position of professor of

Law and the Information Society

at the Universiteit Leiden

on Friday, April 12, 2013.

1 Universiteit




TOTO INTELLIGENT YOU-RINAL — POUERED BY GOOGLE STREAMSENSE ANALYTICS
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| | YoU ARE DANGEROUSLY
DEHYDRATED.

RESTORE YOUR LIBUIDITY
VITH POLAND SPRING 100X
NATURAL BOTTLED UATER

YOU AREN'T GETTING
ENOUGH UVITAMIN D.

ONE CAN OF GENENTECH
ENHANCED SARDINE SHAKE |
HAS 270% OF USRDA

VNY I8 THIS RECONMENDED | | UMY I8 THIS RECONMENDLD?
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ARE YOU SATISFIED
VITH LEXAPRO?

ASK YOUR DOCTOR
ABOUT CYMBALTA FOR
YOUR DEPRESSION

THIS RECOMMENDLD

ALL BENNIGANS EMPLOYEES ‘ ' e /= 5
MUST PERFORM COLD PLASMA Hﬂ\j

..
STERILIZATION OF HANDS N ~ - - /
BEFORE RETURNING TO WORK l , e

(713\ HITTARGET TOOPT OUT
\M’/  OF PERSONALIZED ADS
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social security
number

070 3538800
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COOKies, device
fingerprints

+31(6)2251 8337
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any structured set of personal data

a p p ‘ | C a b | ‘ |ty which form part of a filing system or

are intended to form part of a filing

system
A

processing of personal data wholly or partly
by automated means
e sometimes also non-automated processin

9
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exception
* activities outside scope of EU law >
* Ch. 2 Title V of Treaty on EU o
e prevention investigation detection or prog

ecution of criminal offences
* processing for purely personal or househ

-

., common security
and defence

B 0] SS800B USUM Sk JoNns ‘Sjoejuod poos|ss J|8s
puoAeq spusixse uoljewlojul 8/ijoid 0] $S800r usym

old activity
I
processing of records of .-~ limited exception for journalistic, TN
non-EU citizens. not in ,' artistic, or literary ends
EU Member State, by N Art. 80 GDPR & Art. 9 (cons. 37)

non EU-based controller Se ol 95/46/EC



territorial scope

1. Who is the controller?

2. does the controller have an establishment in
a Member State?

3. IS processing taking place in the context of t

main rule (95/ 46/ EC) he activities of that establishment?

e processing in the context of the activities of an

establishment of a controller in a Member Sta
te

sub rule

 |f the controller is not established on Communi
ty territory and,

« for purposes of processing personal data mak
es use of equipment, automated or otherwise,
situated on the territory of [a] Member State,

e unless such equipment is used only for purpo
ses of transit through the territory of the Comm
unity



Google Spain

1.Who is the controller?

2.does the controller have an establi
shment in a Member State?

3.1S processing taking place in the ¢
ontext of the activities of that estab
lishment?

55 In the light of that objective of Directive 95/46 and of the wording of
Article 4(1)(a), it must be held that the processing of personal data for the
purposes of the service of a search engine such as Google Search, which
IS operated by an undertaking that has its seat in a third State but has an
establishment in a Member State, is carried out ‘in the context of the
activities’ of that establishment if the latter is intended to promote and sell,
in that Member State, advertising space offered by the search engine
which serves to make the service offered by that engine profitable.



questions?
g.J.zwenne@law.leidenuniv.nl



