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cloud-computing -- back in the days
•  supplement, consumption, and delivery 

model for IT services based on internet 
protocols, and it typically involves 
provisioning of dynamically scalable and 
often virtualized resources [Economist 2009]

•  provision of computation, software, data 
access, and storage services that do not 
require end-user knowledge of the physical 
location and configuration of the system 
that delivers the services [Gartner 2008]

storage and services as a utility 
(like electricity)



beyond the utility model (eg. electricity)
obviously there are many similarities
•  cloud and electricity are both 

general purpose technologies
•  drivers for increased productivity 

and innovation
•  economies of scale and cost 

savings

however, there are also differences
•  electrons are not bytes
•  distance is not dead
•  interoperability is an issue
•  lock-in risks

different problems, 
other solutions!



security -- back in the days…

•  cloud providers do not view 
security a competitive 
advantage

•  security is the customers 
responsibility

•  main drivers for customers are 
lower cost and faster 
development

•  improved security and 
compliance are unlikely 
reasons for choosing cloud 
services



cloud contracts – back in the days…
obligation to retain records
You're responsible for backing up the data that you store on the service. 
We have no obligation to return data to you after the service is 
suspended or cancelled
encryption
You shall not permit Users to access or use Services in violation of any 
U.S. export embargo, prohibition or restriction.
personal data
As part of providing the Services, Supplier may transfer, store and 
process Customer Data in any other country in which Supplier or its 
agents maintain facilities.

NEW: If you reside outside of the United States of America, 
Canada and Mexico (“North America”) your agreement is with 

Dropbox Ireland, and if you reside in North America your 
agreement is with Dropbox, Inc.



controllers and processors
•  controller determines purposes and 

means of processing
•  processors process personal data on 

behalf of the controller
•  controller ensures the processor 

implements appropriate security 
measures

Both SWIFT and instructing financial institutions share 
joint responsibility, although in different degrees, for 
the processing of personal data as "data controllers" 

within the meaning of Article 2(d) of the Directive.



behandling af følsomme personoplysninger i cloud-
løsning

•  Google Apps� use by teachers in 
municipality of Odense

•  Google Ireland Ltd is processor
•  data processed in Google Inc�s 

datacenters in US and Europe

“a multitenant, distributed 
environment…”

Odense has, in reality, no control of how the 
data will be processed
Odense cannot actively ensure security 
measures are upheld
Danish DPA willing to reconsider … if 
Odense continues work on the case and 
seeks solutions



NSA, GCHQ, etc.

•  Patriot Act 2001 & National Security 
Letter (NSL)

•  FISA…

Uniting and Strengthening America by 
Providing Appropriate Tools Required 
to Intercept and Obstruct Terrorism 

demand letter to turn over various 
records and data pertaining to 
individuals; only non-content 
information, such as transactional 
records, phone numbers dialed or 
email addresses etc.



third country data transfers…



Microsoft Office 365
•  As a general rule, customer 

data will not be transferred to 
datacenters outside that 
region [ie EU/EEA]. 

•  There are, however, some 
limited circumstances where 
customer data might be 
accessed by Microsoft 
personnel or subcontractors 
from outside the specified 
region (e.g., for technical 
support, troubleshooting, or in 
response to a valid legal 
subpoena)

Dropbox
•  We may disclose to parties 

outside Dropbox files stored in 
your Dropbox and information 
about you that we collect 
when we have a good faith 
belief that disclosure is 
reasonably necessary to … 
comply with a law, regulation 
or compulsory legal request

•  we will remove Dropbox’s 
encryption from the files 
before providing them to law 
enforcement
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