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It’s hard to make
predictions. Especially
about the future.
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rules with a very therefore open because that makes
broad scope in a very concepts and vague he rules flexible and
dynamic context norms future-proof
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however, there are
not too much court
decisions
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European Data Protection Board
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many legal concepts
not clear

supervisory
authorities got a lot
to say...

“@ . @bitexperimentaland
\ sometimes|perhaps not
well thoughtthrough...
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‘evasion’ of national data
protection acts via telecoms
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incentive for member states ban

1970: a few national the transfer of
In 1970 verabschiedete Hessen das data protection acts controllers to process
weltweit erste Datenschutzgesetz o dF:fferent i their data in member personal data to
data processing in the 1960's of protection state with lowest level countries without

. —
of protection ‘adequate protection
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harmonisation!

4Yand|thelEuropeaniUnion;

GDPR

(13) ...The proper functioning of the
internal market requires that the free
movement of personal data within the
Union is not restricted or prohibited for
reasons connected with the protection of
natural persons with regard to the
processing of personal data....

Article 16(2) TFEU

The European Parliament and the Council [..] shall lay down
the rules relating to the protection of individuals with regard
to the processing of personal data by Union institutions, SCOPE AND BASIC TERMINOLOGY
bodies, offices and agencies, and by the Member States

when carrying out activities which fall within the scope of

Union law, and the rules relating to the free movement of
such data. [...]
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material scope

[or; set of, lis[perf [on“personal data or.on sets)
of personal datajwhetheJoqnotlbylautomatedjmieans (suchlaslcollection)

recordingiforganisatiog,fstructurings’storage {adaptationforialteration; retrievaly

his Regylation applies to 4
meang@nd to the processing other than by
automate¥sagans of personal data which form
part of a filing system or are Ttemssakto form part
of a filing system. N

any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person

“a dynamic IP address registered by an online media
services provider when a person accesses a website that
the provider makes accessible to the public constitutes
personal data within the meaning of that provision, in
relation to that provider, where the latter has the legal
means which enable it to identify the data subject with
additional data which the internet service provider has
about that person”

additional subscriber
information required to

identify the infernet legal
user means?
dynamic P-address T

CJEU 19 October 2016
C-582/14 (Breyer)

who is in control..? the controller..!

the natural or legal person, public authority, agency or
other body which, alone or jointly with others,
determines the purposes and means of the processing
of personal data

who determines who decides on
retention terms? outsourcing? ’ ’l

who decides which party enters into

G-J. Zwenne 2018

on DSAR’s? contracts with data subjecs?
who notifies a etcetera, ®
data breach? etcetera

what about the processor?

a natural or legal person, public authority, agency or

r other body which processes personal data on behalf of

the controller

OneDrive

PeopleSoft
workday

[Tlhe concrete application of the concepts of data controller and

data processor is becoming increasingly complex. This is mostly

due to the increasing complexity of the environment in which

these concepts are used, and in particular due to a growing

tendency, both in the private and in the public sector, towards
 in with the

salesforce

development of ICT and globalisation, in @ way that may give rise
to new and difficult issues and may sometimes result in a lower
level of protection afforded to data subjects.




personal data revealing

« racial or ethnic origin

« political opinions

« religious or philosophical beliefs
« trade union membership

* genetic data

* biometric ID-data

« health data

« sex life or sexual orientation
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special categories of personal data...

processing not
allowed, unless,

datelof birth
length, weight

passportphotol0

« specific exceptions e.g. use of
health data by a medical doctor

« general exceptions such as with
explicit data subject consent,
manifestly made public by data
subject, etc.
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