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guest lecturer for 1st of November

hetps://enwikipedio.ovg/wikif/Peter_ Husting

course overview

10:15-11:00 lecture 09:15-10:00 lecture
11:00-11:15 break 10:00-10:15 break
11:15-12:00 lecture 10:15-11:00 lecture
12:00-12:30 lunch 11:00-11:15 lunch
12:30-13:15 lecture 11:15-12:00 lecture
13:15-13:30 break 12:00-12:15 break
13:30-14:15 lecture 12:15-13:00 lecture

' N
31 October START 10:15

I. Introduction. History, Context and Background of EU DP
Law. DP Institutions prof. Gerrit-Jan Zwenne

11. Key concepts of EU Data Protection Law and its Applica
bility prof. Gerrit-Jan Zwenne

e N
13 November START 9:15

VII. Data Subject Rights and Controller Obligations (incl.
profiling. Third Country Data Transfers (incl. Privacy Shield
) prof. Bart Custers

VIII. 10T, Datafication, Big Data, Al, Machine Learning etc.
prof Gerrit-Jan Zwenne

. /. J
e N N
1 November START 10:15 20 November START 9:15
/Il. The main principles and rules relating to data XI. Workshop on the Right to be Forgotten prof. Alan
protection prof. Gerrit-Jan Zwenne Sears
IV. The significance of EU DP law in Europe and the Rest o | | X- Exam Training prof. Gerrit-Jan Zwenne
fthe World dr. Peter Hustinx
\. J \ J

e N
6 November START 9:15

V. Data Protection in Practice: A Data Protection Impact A
ssessment prof Bart Schermer

VI. The Data Protection Officer prof. Gerrit-Jan Zwenne

R —

»* 27 November START 9:00

Written Exam prof. Gerrit-Jan Zwenne & Alam Sears

»* 4 December
written assignment due!

(c) G-J. Zwenne
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N

literature

recommended literatu
is not required reading

HANDBOOK

Handbook on European e
data protection law

2018 edition — ESEE

LB

EUROPEAN
Data Protection

Law and Practice

(c) G-J. Zwenne
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assignment

N » short paper, approx. 3000 - 4000 words
» pre-defined structure & template

» explains the facts, questions and
significance of a specific CJEU-decision

§1 facts of the case in a concise manner (approx. 500
words)
§2 discusses the legal questions the Court had to answer (/

and its answers (approx. 500 words)
§3 provides context (e.g. relation with other relevant court

decisions or literature), explains the significance of the 4
decision, its relation with other court decisions, and allows —
the author to give his or her opinion on whether or not it's a m
good or bad decision, the implications efc. (2000-3000 W
words)

CJEU 1 October 2019, C637/17 e CJEU 11 December 2014, C-
ECLI:EU:C:2019:801 (Planet49) 212/13, ECLI:EU:C:2014:2428

CJEU 20 December 2017, (Rynes)
C-434/16, ECLI:EU:C:2017:994  » CJEU 7 May 2009, C-553/07,

(Nowak) ECLI:EU:C:2009:293 (Rijkeboer)

CJEU 4 May 2017, C-13/16, e CJEU 16 December 2008,

ECLI:EU:C:2017:336 (Rigas) C-73/07, ECLI:EU:C:2008:727
(Markkinapérssi)

CJEU 21 December 2016,
C-203/15 and C-698/15 (Tele2) e CJEU 6 November 2003, C-

CJEU 1 October 2015, C-230/14, (1L0'1£i 01, 'i)C“:EUZC¢20031596
ECLI:EU:C:2015:639 (Weltimmo) Inaqvis

CJEU 17 July 2014, C-141/12 @@

and C-372/12 o
ECLI:EU:C:2014:2081 (IND) W

(c) G-J. Zwenne
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exam

27 November, 9:00-12:00
KOG C006
in writing (possibly on laptops)

probably four questions, each question 25
points

at least one case with questions

introduction

Total U-rinal

(c) G-J. Zwenne
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privacy dimensions
respect for physical and
/ mental integrity
(drugtest, cavity search)

e territorial P inviolability of the home

* communications

* physical

¢ informationd

them
secrecy of correspondence

claims of individuals with
v respect to information on

(c) G-J. Zwenne
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history

“The Right to Privacy”
Warren and Brandeis

Marvard Law Revies

VLIV December 15,1890 No

Zwenne 2019 7
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fundamental rights (inc. privacy rights) harmonisation of national privacy law fundamental rights (inc. ~ harmonisation and

privacy and data protection more

ommunities
Directive 95/46/EC on the
protection of individual
with regard.

onvention for the
Protection of Individuals
with regard to Automati
Processing of Perso
Data

opean Convention
on Human Rights

Charter on
Fundamental Rights

ation 2016/679 on the
protection of natural
persons...

Geselz- und Verordnungshlalt

1995 2009 2018/

1950 1981

(c) G-J. Zwenne
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\ o Dlalt |
‘\ Geselz und Ve rordm‘l?p:\ |
f

ur das Land Heswen

1970 verabschiedete Hessen das

data processing 1960's weltweit erste Datenschutzgesetz

EU Data Protection Directive 95/46/EC (1995)

objectives

* free flow of personal data within
EU (internal market)

* A high level of protection of
fundamental rights (privacy and
related rights)

(c) G-J. Zwenne
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(7) Whereas the difference in levels of
protection of the rights and freedoms of

individuals, notably the right to privacy, with
regard to the processing of personal data
afforded in the Member States may prevent
the transmission of such data from the

(8) Whereas, in order to remove the
obstacles to flows of personal data, the level
of protection of the rights and freedoms of
individuals with regard to the processing of
such data must be equivalent in all Member
States;

territory of one Member State to that of

whereas this objective is vital to the internal

another Member State; market but cannot be achieved by the
whereas this difference may therefore Member States alone, especially in view of
constitute stacle to the pursuit of a th le of t} h currently
nun

Cc e
i D 4 .

< Pjrective 95/46/EC

W

prc tive
variet)

administrative provisions;

whereas Community action to approximate
those laws is therefore needed;

(9) The objectives and principles of Directive
95/46/EC remain sound, but it has not prevented
fragmentation in the implementation of data
protection across the Union, legal uncertainty or a
widespread public perception that there are
significant risks to the protection of natural
persons, in particular with regard to online

activity. Differences in the level of protection of the
rights and freedoms of natural persons, in
particular the right to the protection of personal
data, with regard to the processing of personal
data in the Member States may prevent the free
flow of personal data throughout the Union. Those
differences may therefore constitute an obstacle to

the pursuit of economic activities at the level of
the Union, distort competition and impede
authorities in the discharge of their responsibilities
under Union law. Such a difference in levels of
protection is due to the existence of differences in
the implementation and application of Directive

95/46/EC.

(13) [...] The proper functioning of the
internal market requires that the free
movement of personal data within the
Union is not restricted or prohibited for
reasons connected with the protection of
natural persons with regard to the
processing of personal data.

General Data
Protection
Regulation

(c) G-J. Zwenne
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the need for regulation

‘evasion’ of national data
protection acts via telecom

4 N [

1970

national data >
protection acts

different levels of
protection

\. AN

incentive for
companies to
process their data
in member state
with lowest level of

protection

J

member states
> personal data to

‘adequate
protection’

.

N ban the transfer of

countries without

J

harmonisation!

e art. 7 privacy
* art. 8 data protection

e art. 11 freedom of information

EU Charter of Fundamental Rights (2000)

(c) G-J. Zwenne
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Article 16(2)

The European Parliament and the
Council [..] shall lay down the
rules relating to the protection of
individuals with regard to the
processing of personal data by
Union institutions, bodies, offices
and agencies, and by the
Member States when carrying out
activities which fall within the
scope of Union law, and the rules
relating to the free movement of
such data. [...]

GDPR ~ legal basis of...

Article 114(1)

The European Parliament and the
Council shall [..] adopt the
measures for the approximation
of the provisions laid down by
law, regulation or administrative
action in Member States which
have as their object the
establishment and functioning of
the internal market.

‘horizontal effect’

individuals between themselves’

‘there may be positive obligations inherent in
an effective respect for private or family life [...].

These obligations may involve the adoption of
measures designed to secure respect for private
life even in the sphere of the relations of

—

I. v. Finland 2008

(c) G-J. Zwenne
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ePrivacy Directive 2002/58/EC

strict rules for cookies,
breach notification

security, spam & telemarketing, calling line retention of traffic data for the under consultation:
identification, traffic data, directory services purpose of prevention of rules for OTT
A terrorism and serious crime

ommunities
97/66/EC concerning 002/58/EC concerning

e processing of personal
data and the protection o
privacy in the

amending Directive
2002/58/EC

and the protection of privacy

the electro anic communit

sector (Directive on p
electronic co

ePrivacy Directive
or Regulation (?)

1997 2002 2006 2009°30192_—

national DP-law

* special data and criminal data
* health care and social security

* exemptions for the press
(freedom of information)

 establishment and organisation
of the supervisory authority

GDPR Implementation
Act (Uitvoeringswet
AVG or UAVG)

(c) G-J. Zwenne
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rules with a very

. therefore open because that
broad scope in a .
. concepts and flexible and
very dynamic
general norms future-proof

concept

|,
GMJ

European Data Protect

tion Board

~

not too much
court decisions

many legal
concepts not
clear

==

supervisory
authorities got a
lot to say...

—

institutions

(c) G-J. Zwenne
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European Court of Human Rights (ECtHR)

* broad interpretation of privacy (art.
8 ECHR)

the concept of “private life” is a
broad term not susceptible to
exhaustive definition

e.g. S. and Marper
v. UK 2008

HUDOC

European Court of Human Rights

Court of Justice of the EU (CJEU)

* Luxembourg

* highest authority on interpreting

EU law

* national courts can ask CJEU
advice on interpretation EU law

Lindgvist, Data Retention,
Google Spain, Weltimmo,
Schrems, Breyer

(c) G-J. Zwenne
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independent authorities

/— ICO, CNIL, AR, etc.

* National: Data Protection Authorities

(DPAs)

* Article 29 Working Party: Advisory body:
opinions, working documents etc.

* EDPS (European Data Protection European Data
Supervisor) Supervises processing by EU Protection Board

bodies (Reg 45/2001, art 41-48)

(c) G-J. Zwenne
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