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roadmap

e confidentiality of communications
e communication without identification

* unsolicited commercial
communications

\ 4
spam (e-mail, sms, social networks) and

telemarketing .

security obligations (breach
notification)

no tapping, monitoring (eq deep
packet inspection)

requirements re traffic data

cookies...!

directory services (‘secret
telephone number’), no

reversed search , ,
eLAW

calling line identification
not-itemized billing
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confidentiality of communications

|LEIDE NJ



" At.SePR 09 Art.4(1)ePD O

security obligation

appropriate technical and organisational
measures to safeguard security of the
lelectronic communication] services, if
necessary in conjunction with the
provider of the public communications
network with respect to network
security

\) having regard to the state of the art and the cost
of their implementation, these measures shall : ,
eLAW

ensure a level of security appropriate to the risk
presented.
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" Art.33-34GDPR 9 Art.4(3)ePD O

breach notification

notify the personal data breach to the competent
national authority

also notify the subscriber or individual,

if likely to adversely affect the personal data or
privacy of a subscriber or individual, f the breach
without undue delay

\) 24 hours? 72 hours?

what’s the startingpoint?
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breach notification to DPA

n the case of a personal data
oreach, the controller shall
without undue delay and, where
feasible, not later than 72 hours
after having become aware of it,
notify the personal data breach
to the supervisory authority [...],
unless the personal data breach
is unlikely to result in a risk to the
rights and freedoms of natural
persons

notification to data
subject

When the personal data
breach is likely to result
in a high risk to the
rights and freedoms of
natural persons, the
controller shall
communicate the
personal data breach to
the data subject
without undue delay.

[e L A W]
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Security

Gemalto: NSA, GCHQ hacked us - but didn’t
snatch crucial SIM keys

'Investigation' admits to attacks, but says phone crypto secrets
stayed secure

25 Feb 2015 at 08:00, Simon Sharwood 5 O 0O in,

Gemalto, the world's biggest SIM card maker, has investigated the NSA's and GCHQ's infiltration of its
compum-wsaysmatwhkthoagenaesdidgotinwiumm.theydidn’tgctinfarenoughto
siphon off phone-call encryption keys.

Files leaked by intelligence whistleblower Edward Snowden appeared to show the US and UK had

broken into Gemallo's systems to obtain thousands, if not millions, of secret encryption keys (K,) which
are baked into every SIM - and used to safeguard conversations from eavesdroppers.




AUTORITEIT
PERSOONSGEGEVENS

Meldloket

Meldloket datalekken Autoriteit
Persoonsgegevens

Welkom op het meidioket dataleidomn van de Autortet Persoonspegevens. U kunt hier sen melding van een datalek indenes,
oen bestainde melding aanpassen of een bestaande melding intreiken. Kies heronder de pewenste actie.

Lees 0ok orpe mrformatin met betreidong tot dataieidom en de beledsrepels meldphcht dataleidam de harvocr geiden
Ale beieduregels van de Autontet Persconsgegevens 1y te vinde® 0p dede pagna

Wik u melding maken van een datalel, maar bert w geen vertegenwoondiger van de argansatie, dan kunt U gebrulk maken
wan ors tpformuler.

Teleforiache informatia over de meldplicht dataleideen

Op dere wedate vindt L nformate en antwoorden 0p vrages over de meldplcht dataleiden. Heeft ¢ 0p dede webite goen
2r0woord op vw vraag pevonden? Dan kunt u conEact opremen met de Autonitet Persconsgegevens. Het teiefoonnummer
5 0900- 1282535 (voor 42 nummer betaakt u ww pebrukelyie telefoonkosten).

Koes voOr een nieuwe melding indienen, inden uw Organsatie een datalel hee® peconstateerd

s voOr een beitasnde melding aarpasien, indun U sen serder ingediende melding wilt sanpasses of sarvulen Let er 0p
4t v uw maldngancrmmer, &t © met het ndienen vin een sieuwe melding heeft geivegen, moet isvullen, Houdt ¢ dede
Qaarom by de hend.

1Ges voor een bestasnde meiding mtreiken, 3s u oen eerder ingedende melding ornedaan it maken Let er op datu uw
meldrginummern, &t ¢ met het ndienen vin een sievwe mekding heeft verrepen, moet mvilien. Houdt ¢ dede dasom By
S band,

Een nieuwe melding indienen
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/ " Art.6EPR O3 Art.5(1)ePD O

“electronic
communications
metadata”

T

confidentiality of communications and
traffic data

no listening, tapping, storage or other kinds
of interception or surveillance of
communications and the related traffic data
by persons other than users, without the
consent of the users concerned

deep packet
inspection (“dpi”)

Y

net neutrality
debat...

spam filter..?

[eL A W]
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 At.6ePD O

traffic data relating to subscribers and users
must be erased or made anonymous when
it is no longer needed for the purpose of the
transmission of a communication

\) with user or subscriber data may be used for

the purpose of marketing electronic
communications services or for the provision
of value added services.

[eL A W]
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procgssed and sto.red by the K 2006/24/EC \
provider of a public

communications network or
publicly available electronic

communications service
A

/—> 6 to 24 months

data retention obligation for the

purpose of the investigation, detection
and prosecution of serious crime

\ 4
Data Retention Directive

2006/24/EC annulled by CIEU 8
l April 2014 C-293/12 and C-594/12
as defined by each Member

State in its national law , ,
eLAW
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" Art.8ePR (O  At.5(3)ePD O

cookies! device fingerprinting,
pixels etc..

the storing of information, or the gaining of ﬁ§
access to information already stored, in the O
terminal equipment of a subscriber or user is O

only allowed on condition that the subscriber f\b

or user concerned has given his or her consent, O
having been provided with clear and S
comprehensive information

\) but functional or technical
cookies are allowed (el A W]

nevertheless
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Consent should not be regarded as
freely given if the data subject has
no genuine or free choice or is
unable to refuse or withdraw
consent without detriment

pOP-Ups or banner

explicit or implied consent

commercial tracking cookies

cookie retention terms

[eL A W]
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where technically possible and
feasible [...] consent may be
expressed by using the
appropriate technical settings of
a software application enabling
access to the internet.

|LEIDEN]J



communication without identification
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subscriber has the right to have At /7,8 and 12 ePD O
invoice without details

f

non-itemized billing
calling line identification

directory services

user has the right to

e block cli-presentation of
his/her own calls

v
* subscriber must be informed

about inclusion in directories (incl
purposes), and * block cli-presentation of calls TR

* provided a choice (opt-in or opt- romemer
out)

|LEIDEN]J

* reject cli-blocked calls from
others




unsolicited commercial communication
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| » " At.13ePD O
exemption for own similar

products and services IR

who is (are) sender(s) in the \\
context of affiliates networks? \

opt-in for what is commercial?

« automated calling

(communication) devices exemption for own similar

: , products and services
« commercial fax and e-mail

opt-out for
- telemarketing

\

[e ]l A W]
do-not-call register
outbound and inbound?
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guestions?

g.j.zwenne@law.leidenuniv.nl
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