INTERNET PRIVACY AND EU DATA PROTECTION QuIz Cormiatam

Does EU DP-law apply to manual (i.e. non-
automated) processing of personal data?

A. No, the GDPR applies only to the processing

H of personal data wholly or partly by
Semlnar M. automated means

B. VYes, the GDPR also applies to processing

Main principles. Lawful processing. Purpose other than by automated means of personal
. ps . .. . data which form part of a filing system or are
speC|f|cat|0n and purpose limitation. intended to form part of a filing system

C. No, because such non-automated processing
falls outside the scope of Union law

D. VYes, because the non-automated processing
does not affect the free movement of
personal data within the Union

0 Gen eLaw
prof. dr. Gerrit-Jan Zwenne Leiden
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Zwenne 2020



Quiz

Is an IP-address personal data?

A. It could be if the entity that has access to that
IP-address has the legal means which enable
it to identify the data subject with additional
data which the internet service provider has
about that person

B. Yes, because an IP-address allows the
identification, directly or indirectly, of the
internet-user

C. No, because an IP-address identifies a device
connected to the internet (e.g. a tablet,
computer or a mobile phone), but not
necessarily the user of that device

D. No, but a so-called MAC-address is.
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Quiz

Why would this US newspaper show this pop-up

to EU-based internet-users that want to access an
article on its website

A. The newspaper does not have an
establishment in the EU and consequently it is
not allowed to provide services to EU-
residents

B. The US does not provide an adequate level of
data protection and therefore it cannot
transfer personal data to member states

C. The newspaper wants to demonstrate it does

not offer services to data subjects in the EU.
Consequently, the GDPR does not apply

o Tribune

Unfortunately, our website is currently unavailable in
most European countries. We are engaged on the issue
and committed to looking at options that support our
full range of digital offerings to the EU market. We
continue to identify technical compliance solutions that
will provide all readers with our award-winning
journalism.
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Recital 39
Art. 5.1(a) GDPR

‘fair relationship between
controller and data subject’

“lawfulness, fairness and transparency” means
personal data is processed lawfully, fairly and in a
transparent manner in relation to the data
subject

eg. a privacy statement, intranet
employees’ handbook, QR-code, icons,

etc.
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Art. 5.1(d) GDPR

Art. 5.2 GDPR

“accuracy” means personal data is

accurate and, where necessary, kept up to “accountability” processed under the

date; every reasonable step must be taken responsibility and liability of the controller,

to ensure that personal data that are who shall ensure and be able to
inaccurate, having regard to the purposes demonstrate the compliance with the
for which they are processed, are erased or provisions of this Regulation
rectified without delay
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QuIZ

Which article(s) of the GDPR contain(s)
the the data accuracy principle and the
accountability principle?

A. Art.5.1(a) and Art. 5.2

B. Art.5.1(d) and Art. 5.1(f)
C. Art.5.1(e) and Art. 5.(f)
D. Art.5.1(d)and 5.2

Which provisions in the GDPR set specific
rules for processing so-called special
data?

A. Art. 10
B. Art.9
C. Recital 51
D

Art. 6.4(c)

Zwenne 2020

QuIZ

What are relevant factors to be used in order to assess
compatibility in the context of purpose limitation?

A. the link between the purposes for which the
personal data have been collected and the purposes
of the intended further processing

B. the context in which the personal data have been
collected, in particular regarding the relationship

between data subjects and the controller

C. the nature of the personal data, in particular
whether special categories of personal data are
processed

D. the possible consequences of the intended further
processing for data subjects

E. existence of appropriate safeguards, which may
include encryption or pseudonymisation

F. All of the above

10




Art.6 GDPR

processing grounds (or basis for processing)

N « data subject consent

/procesg‘mg grounds: collection for specified, explicit and

- datasubject consent legitimate purposes - performance of a contract
« contrac
h n 5(1)(b) GDPR . 5(1b) DPD . . . .
- legal obligation ot SB) COPR ert 510 DPD) . compliance with a legal obligation
. etc.
] . vital interest of the data subject
Q’t 6(1) GDPR (art. 7 DPD) /
s ~ « public authority
no further processing in a way L . ) )
incompatible with purpose for which - legitimate interest of controller or third parties to whom
data is collected the data are provided, unless data subjects’ interest
art.5(1) (b) GDPR (art. 6(1b) DPD) retention no longer than necessary preval/
o v
art. 5(1)(e) GDPR (art. 6(1e) DPD)
11 12
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consent

any freely given, specific,
informed and unambiguous
indication of the data subject's
wishes by which he or she, by a
statement or by a clear
affirmative action, signifies
agreement to the processing of
personal data relating to him or
her

¢ Art. 4 (11) GDPR >

Opinion AG in
Planet 49 Z

— ¥\
(An. 2(h)
RI 95/46

+ unambiguous
expression of the will of
the data subject

@. 4(%
AVG

A l

* unambiguous

expression of the will of
the data subject

« expressed by an
unambiguous act
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conditions for consent
« burden of proof

- written declaration which also
concerns another matter

- withdrawal of consent

« purpose limitation

C Art. 7 GDPR

consent must be presented
clearly distinguishable in its
appearance from this other
matter

14




(32) Consent should be given by a clear affirmative act
establishing a freely given, specific, informed and
unambiguous indication of the data subject's
agreement to the processing of personal data relating
to him or her, such as by a-written statement, including
by electronic means, or an oral statement. This could
include ticking a box when visiting an internet website,
choosing techinical settings for-information society
services or another statement or conduct which clearly
indicates in this context the data subject's acceptance
of the proposed processing of his or her personal data.
Silence, pre-ticked-boxes-orinaetivity should not
therefore constitute consent. Consent should cover all
processing activities carried-out for the same purpose
or purposes. Wherrthe processing has multiple
purposes, consent should be given for all of them. If the
data subject's consent is to be given following a request
by electronic means, therequest must be clear, concise
and-net-unnecessarily disruptive to the use of the
service for which it is provided.

not implied...

browser settings

consent should cover all
purposes — but should consent
be granular...?

not disruptive.

burden of proof

(42) Where processing is based on the data
subject's consent, the controller should be able to
demonstrate thatthe data subject has given
consernttothe-pracessing operation. In particularin data subjects’ awareness
the context of a written declaration on another
matter, safequards should ensure that the data
subject is aware of the fact that and the extent to

clear an plain language
which consentis given. In accordance with Council
Directive 93/13/EEC (10) a declaration of consent
pre-formulated by the controller should be provided
in an intelligible and easily accessible form, using
clear and plain language and it should not contain
unfair terms. For consent to be informed, the data
subject should be aware at least of the identity of

what constitutes detriment...?

the controller and the purposes of the processing '
for which the personal data are intended. Consent
should not be regarded as frecly giverrif the datea
subject has no genuine or free choice or is unable
to refuse or withdraw consent without detriment.

15
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(43) In order to ensure that consent is freely
given, consent should not provide a valid legal
ground for the processing of personal data in a
specific case where there is a clear imbalance
between the data subject arid-the controller,-iri
particular where the controller is a public
authority and it is therefore unlikely that
consent was freely given in all the
circumstances of that specific situation. Consent
is presumed not to be freely given.if it does not
allow separate consent to be given to different
personal data processing operations despite it
being appropriate in the individual case, or if
the performance of a contract, including the
provision of a service, is dependent on the
consent de;spite;sugh)ciaiaggﬁihot being
necessary for such performance.

asymmetry

seems much
stricter than art.
7.4 GDPR

v
When assessing whether consent
is freely given, utmost account
shall be taken of whether, inter
alia, the performance of a
contract, including the provision of
a service, is conditional on consent
to the processing of personal data
that is not necessary for the
performance of that contract

(43) Consent is presumed not to be
freely given if [...] the performance of a
contract, including the provision of a
service, is dependent on the consent
despite such consent not being
necessary for such performance.

17
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Article 7

4. When assessing whether consent is
freely given, utmost account shall be
taken of whether, inter alia, the
performance of a contract, including
the provision of a service, is conditional
on consent to the processing of
personal data that is not necessary for
the performance of that contract.
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¢~ AG Spuznar Opinion
A\ Planet49, par. 91

el

71. [Tlhe recitals of Regulation 2016/679 are particularly
illuminating. Because | shall make extensive reference to the
recitals, | feel compelled to recall that they obviously do not have
any independent legal value, but that the Court frequently resorts
to them in interpreting provisions of an EU legal act. In the EU
legal order they are descriptive and not prescriptive in nature.
Indeed, the question of their legal value does not normally arise
for the simple reason that, typically, the recitals are reflected in
the legal provisions of a directive. Good legislative practice by the
political institutions of the EU tends to aim at a situation in which
the recitals provide a useful background to the provisions of a
legal text.

19
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freely given...

In order to ensure that consent is freely
given, consent should not provide a vali
legal ground for the processing of pérsonal
data in a specific case where theré is a
clear imbalance between the data subject
and the controller, in particular where the

by definition not freely given?

controller is a public autho@ and it)’s
therefore unlikely that consent was freely
given in all the circumstances of that

specific situation * municipality vis-a-vis citizen

e drivers license agency vis-a-vis motorist

e employer vis-a-vis employee
e student vis-a-vis university

* etc.

20
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without detriment....

(42) Consent should not be
regarded as freely given if
the data subject has no
genuine or free choice or is
unable to refuse or withdraw
consent without detriment.

without detriment....

A supermarket asks for your consent to
send you their weekly newsletter with
substantial personal discounts.

You can withdraw your consent, but if
you do so, you will no longer get these
substantial personal discounts.

Is this consent valid in terms of the
GDPR? Can you withdraw your consent
without detriment?

21
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granualarity...

Consent is presumed not to be freely given if it

does not allow separate consent to be given to

different personal data processing operations O
despite it being appropriate in the individual case

[.]

o | consent to the processing of my data for
- providing you our services
- informing you about our services

| consent to the processing of my data for
o providing you our services
informing you about our services

- informing you about our other services

o
o informing you about our other services
- product development m]

product development

23
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PLEASE DO NOT TICK
THE BOX IF YOU DO
NOT WANT TO RECEIVE

OUR DAILY OFFERS IN
YOUR INBOX

24
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vital interests

25
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public authority task or
legitimate interest..?

proctortd I g i i

We Help You Protect Any Online Exam.

i @y}

P
)

record record*

( art. 6.1(e) or 6.1(f)
GDPR..?

ing Innovative Solutions to Bring StateFoodsafety
idates a New Level of Security and Convenience

How 0 Helped Chartered
Accountants Ireland Address Exam Challenges

Committed to Your Success

(o)
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(41) Where this Regulation refers to
a legal basis or a legislative
measure, this does not necessarily
require a legislative act adopted by
a parliament, without prejudice to
requirements pursuant to the
constitutional order of the Member
State concerned.

However, such a legal basis or
legislative measure should be clear
and precise and its application
should be foreseeable to persons
subject to it, in accordance with the
case-law of the Court of Justice of
the European Union (the 'Court of
Justice') and the European Court of
Human Rights.

(45) Where processing is carried out in accordance with a
legal obligation to which the controller is subject or where
processing is necessary for the performance of a task
carried out in the public interest or in the exercise of
official authority, the processing should have a basis in
Union or Member State law.

This Regulation does not require a specific law for each
individual processing.

A law as a basis for several processing operations based
on a legal obligation to which the controller is subject or
where processing is necessary for the performance of a
task carried out in the public interest or in the exercise of
an official authority may be sufficient.

It should also be for Union or Member State law to
determine the purpose of processing.

Furthermore, that law could specify the general conditions
of this Regulation governing the lawfulness of personal
data processing, establish specifications for determining
the controller, the type of personal data which are subject
to the processing, the data subjects concerned, the entities
to which the personal data may be disclosed, the purpose
limitations, the storage period and other measures to
ensure lawful and fair processing.

legitimate interest...

* has controller a legitimate interest?

* is the processing necessary for that
interest?

* what is the impact on the data subjects
interests, rights or freedoms, and to what
extent is that proportionate?

> proportionality & subsiarity

the balance between the processing’s
effects on the interest of the controller
on the one hand and the impact on the
data subjects’ interests
there is no alternative for the processing

that will have less impact on the data
subjects’ interests

27
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three-step-process legitimate interest...

factors to consider when carrying out the balancing
test :

e nature and source of the legitimate interest and ARTELE 25 4TA TN o sy
1. is the interest legitimate? whether the data processing is necessary for the
\ exercise of a fundamental right, is otherwise in the .
public interest, or benefits from recognition in the
community concerned;

e impact on the data subject and their reasonable [ —
2. Is processing I’IECESSnyfOI’ expectations about what will happen to their data,

that /egitimate interest as well as the nature of the data and how they are

\ processed;

e additional safeguards which could limit undue
impact on the data subject, such as data

3. are the privacy interest not minimisation, privacy-enhancing technologies;

d/sproportiona//y affected by increased transparency, general and unconditional
) right to opt-out, and data portability
the processing

T

29 30
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SSRN

Privacy Regulator Takes a Noticeable Distance From
Market Forces

Browse  Sebscrgtions  Rankings  Suber

Dutch Data Protection Authority Offers
Its Take on ‘Legitimate Interest” Data
Processing Authority

The Dutch DPA has ssued guldance on the use.
of ‘legitimatelnterest” a5  legal basisfor
processing dataunder GOPR.

Key takeaways onwhat constitutes
“legitimate’:

+ The nterest needs to be pursuanttoa
written or unwritten legal principle.

(potential  isnotlegitimate interest.

Eu.

+ For example, per the United Kingdom Information Commissioner's Office,

Interest as applying to certain types of marketing activitis.

31
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AG Bobek 19 December
2018, Case C-40/17
(Fashion ID) .

122. Directive 95/46 does not define
or enumerate ‘legitimate interests’.
That notion appears to be rather
elastic and open-ended. There is no
type of interest that is excluded per se,
as long of course as they are
themselves legal.

R

'iti
@3

32

16



QuIZ

A recruitment company routinely ‘harvests’ profiles from
LinkedIn and other social media websites, for the
purpose of identifying individuals that could be
interested in jobs of its customers.

What processing ground could this recruitment
company use for this processing of these personal data?

A. data subject consent (art. 6.1(a) GDPR)

B. performance of a contract (art. 6.1(b) GDPR)
C. general interest task (art. 6.1(e) GDPR)

D. legitimate interest (art. 6.1(f) GDPR)

E. All of the above

Question 8 preparation
assignment questions

33
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QuIZ

An employment lawyer represents her clients in court. This
involves processing of personal data concerning employees.

Sometimes these employees are her clients, sometimes these
employees work for her clients and sometimes the employees are
the other party or work for the other party.

What processing grounds (art. 6.1 a-f GDPR) could this lawyer
use?

A. data subject consent (art. 6.1(a) GDPR)
B. legal obligation (art. 6.1(c) GDPR)

C. vitalinterests (art. 6.1(d) GDPR)

D. legitimate interest (art. 6.1(f) GDPR)

Question 9 preparation
assignment questions

34
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Recital 39

Art. 5(1)(b) GDPR

“purpose specification” and “purpose limitation”
means personal data collected for specified, explicit
and legitimate purposes and not further processed
in a way incompatible with those purposes

cannot subsequently be used by

* Achmea and Albert Heijn

* personal data which airlines gathered
about their passengers for flight purposes

immigration services at the destination

purpose specification and limitation

collection for specified, not further processed in a
explicit and legitimate manner that is incompatible
purposes with those purposes

/'
_—

relation between the purposes for which the personal
data have been collected and the purposes of the
further processing

context in which the personal data have been collected,
in particular regarding the relationship between data
subjects and the controller (expectations)

nature of the personal data, in particular whether
special categories of personal data are processed,

consequences of the intended further processing for
data subjects;

appropriate safeguards

Art. 5(1)b en
6(4) AVG

35
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purpose limitation

A substantive compatibility assessment requires an

assessment of all relevant circumstances. In

particular, account should be taken of the following
key factors:

« the relationship between the purposes for which
the personal data have been collected and the
purposes of further processing;

* the context in which the personal data have been
collected and the reasonable expectations of the
data subjects as to their further use;
the nature of the personal data and the impact of
the further processing on the data subjects;
the safeguards adopted by the controller to ensure
fair processing and to prevent any undue impact o|
the data subjects.

HATILE 29 0474 PoTEC o wommng,
raamy

.y

R 1T —

Aot o0 2 et 03

purpose limitation

A su

an as

mece—g gitimate inte

rest...

S
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presumption of compatibility

processing for

* archiving purposes in the public
interest

* scientific or historical research
purposes

* statistical purposes

in accordance with art.
89(1) GDPR

39
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The Problem with Big Data (Or: with Data

Protection Law)

transparancy (art. 12-14
AVG) ‘

|
. use ‘ofal/gérith —

@the processing
- tendency to@all data’

. @ of data, and

+ use of newtypes%

profiling (art. 22 AVG)

dataminimazation (art. 5.1c)

purpose limitation(art. 5.1b)

40
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special (categories) of data
race or ethnic origin
political opinions
religion or philosophical beliefd
sexual orientation or gender identity
trade union membership
genetic data
biometric ID-data
health

sex life

N

Art. 9 GDPR

processing not allowed,

unless \

« specific exceptions e.g. use of
health data by a medical
doctor

« general exceptions such as
explicit data subject consent,
manifestly made public by
data subject, legal
proceedings, etc.

41
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The processing of special
categories of personal
data is allowed...

e data subject explicit consent

e employment and social
security and social protection
law

e data subjects’ or other
individuals’ vital interests

e foundation, association or any
other not-for-profit body with
a political, philosophical,
religious or trade union aims...

manifestly made public by
data subject

establishment, exercise or
defence of legal claims

substantial public interest,
preventive or occupational
medicine, assessment of the
working capacity employees,
medical diagnosis etc.

public health or archiving
purposes in the public interest,
scientific or historical research
purposes etc.

42
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date of birth? surname?
photo’s? length? IQ?
‘three ‘vaasjes’ Heineken’..?

43
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xxxxxxxxxxx

44
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(51) The processing of photographs should not
systematically be considered to be processing of special
categories of personal data as they are covered by the
definition of biometric data only when processed through a
specific technical means allowing the unique identification
or authentication of a natural person.

Such [special data] personal data should not be processed,
unless processing is allowed in specific cases set out in this
Regulation, taking into account that Member States law
may lay down specific provisions on data protection in order

45
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criminal data

data on criminal convictions and offences

or related security measures

an official public register

that shows a medical doctor
has been reprimanded

(disciplinary measure) ?

j

Art. 10 GDPR

processing only by official
authorities, unless

national law:

« specific exceptions e.g. use of
criminal data by probation
services

« general exceptions such as explicit
data subject consent, manifestly
made public by data subject, legal
proceedings, etc.

46
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dentist

preferably only customers
that did not claim
children’s dentist cost...

« alot of children do not go to the
dentist, because their parents think

the dentist is not covered by their
health insurance

« butitis!
basis for processing?
« canhealth insurers inform their |

. urpose specification
out the dentist purpose spaci

coverage?

processing health data?

47
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e personal data...?

* special data...?

* basis for processing...?

* purpose specification and
purpose limitation?

What about art.
85 GDPR?

what exceptions to use?

data subject explicit consent?

manifestly made public by the data
subject?

(42) Consent should not be regarded as freely given if the data
subject has no genuine or free choice or is unable to refuse or
withdraw consent without detriment

49
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QuIZ

9 The Dutch DPA (DDPA) imposed a fine on tennis association
KNLTB for selling the personal data of its members.

In 2018, according to the DDPA, KNLTB unlawfully provided

What was the amount of the fine?
A. 20 million euro

B. 10 million euro

C. 525,000 euro

D. 52,500 euro

personal data of a few thousand of its members to two sponsors.

guestions?

g.j.zwenne@law.leidenuniv.nl
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