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roadmap today
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2.1 processing personal data

2.2 exemptions
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3. The Rules of the Game

3.1 lawful processing
3.2 special data

3.3 international transfers

1. THE PLAYERS

data subject
an identified or identifiable natural person

controller

the natural or legal person, public authority,
agency or other body which, alone or jointly with
others, determines the purposes and means of
the processing of personal data

processor

means a natural or legal person, public authority,
agency or other body which processes personal
data on behalf of the controller

supervisory authority (SA) or data protection
authority (DPA)

an independent public authority which is
established by a Member State
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art. 4(7)
GDPR

art. 4(8)
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art. 4(21)
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2. PLAYINGFIELD: material scope

The General Data Protection Regulation applies to art. 2(1)
the processing of personal data wholly or partly by
automatkd means

any operation or set of operations which is any information relating to an identified or art. 4(1)
performed on personal data or on sets of personal identifiable natural person GDPR
data, whether or not by automated means To determine whether a natural person is recital 26
such as: identifiable, account should be taken of all the @

means reasonably likely to be used, such as singling

* collection, recording out, either by the controller or by another person to

* organisation, structuring, storage identify the natural person directly or indirectly.
* adaptation or alteration, retrieval To ascertain whether means are reasonably likely
* consultation, use, disclosure by transmission to be used to identify the natural person, account

should be taken of all objective factors, such as the
costs of and the amount of time required for
identification, taking into consideration the
restriction, erasure or destruction available technology at the time of the processing

* etc. agbzé(é) and technological developments.

dissemination or otherwise making available

alignment or combination

2. PLAYINGFIELD: exemptions

art. 2(2)
GDPR

The General Data Protection Regulation does not
apply to the processing of personal data

. . . . ital 16
a) in the course of an activity which falls outside the scope of ———> national security @PR)
Union law;
b) by the Member States when carrying out activities which s common foreign and security policy of
fall within the scope of Chapter 2 of Title V of the TEU; the Union
¢) by a natural person in the course of a purely personal or ——> e.qg. correspondence and the holding of
household activity; addresses, or social networking and

d) by competent authorities for the purposes of the online activity undertaken within the

prevention, investigation, detection or prosecution of context of such activities. @
criminal offences or the execution of criminal penalties, eoPR
including the safeqguarding against and the prevention of

threats to public security.

covered by the Law Enforcement

Directive 2016/680 recital 19
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3.1 RULES OF THE GAME: lawful processing

art. 6(1)

GDPR —

basis for processing
* data subject consent

* performance of a
contract with data

subject
* legal obligation
* vitaal interest
* public interest task

* legitimate interest

art. 5(1)(b)
GDPR

,

| ‘ purpose specification: collected
for specified, explicit and
£ legitimate purposes or

purpose limitation: no further
processed in a manner that is
incompatible with those
purposes

%

data minimalisation

~nnn

art. 6(4
GDPR

Sz

storage limitation

art. 5(1)(e)

art. 5(1)(c)
GDPR GDPR

art. 5(1)(b)

privacy-by-
design

privacy-by-
default

art. 12-14
GDPR
| information obligations
art. 15-22
GDPR . .
data subject rights
{ (access, correction etc)
art. 5.2 art. 24 [,
GDPR GDPR
‘ accountability
art. 35
GDPR

Gata protection impact
assesment

art. 37
GDPR

’ data protection officer

art. 33-34
GDPR
[ breach notification

3.2 RULES OF THE GAME: special data

probition to process

* data revealing racial or
ethnic origin

* data revealing political
opinions

* data revealing religious or
philosophical beliefs

* ortrade union membership
* genetic data

e biometric ID-data

* data concerning health

* data consering sex life or
sexual orientation

GDPR

specific exemptions

for specific controllers in

specific instances, pursuant to

member state law

* medical doctors can process
health data to provide care to

patients

|  health insurance can process
health data to pay medical

doctor
e etc.

/ art. 9(2) \

GDPR

)

general exemptions

* data subject explicit
consent

* manifestly made public by
the data subject

e vital interest of data
subject or others

* establishment, exercise or
defence of legal claims

)
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3.3 RULES OF THE GAME: international transfers forbidden

Personal dot=———+=he transferec(to third countries ")
with a( adequate level of rotectio%
art. 44 art. 45

GDPR GDPR

/

\

. Schrems Il
i.e countries outside the EU and ECAdequaCy Decisions
European Economic Area (EEA)
* [celand * Andorra * Isle of Man s Uny =~
* Liechtenstein * Argentina * Israel * United <ingdom
* Norway * Canada (business) * Japan G D sepshield
e faroe Islands * Jersey * Zuid Korea
* Guernsey * New Zealand * Switzerland

10

3.3 RULES OF THE GAME: exemptions to transfer prohibitio®

appropriate safequards derogations for specific situations
* standard contractual clauses (SCC’s) * data subject explicit consent

* binding coroprate rules (BCR’s) * performance of a contract

* codes of conduct * important reasons of public interest

e certification * establishment, exercise or defence of

legal claims

* vijtal interest of data subject or
others

* public registers

11
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THANK YOU

QUESTIONS?

g.j.zwenne@Iaw.leidenuniv.n/
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