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privacy dimensions
respect for physical and
_— " mental integrity
— (drugtest, cavity search)
* physical
* territorial > e.g. inviolability of the
S home
* communications
* informatipnal
\\
— claims of individuals with
T » respect to information on
A
secrecy of correspondence them
and telecommunications, etc.




history

“The Right to Privacy™

Warren and Brandeis

Harvard Law Review.
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1} Dem mit dos Datmerfureng, des
Dutentramport, et Datensgeicharn:ng
xdes der maschimellen Dabenveratbeloing
beirauien. Persomen lst uatersag?,

fundamental rights (inc. privacy rights) harmonisation of national privacy law fundamental rights (inc.  harmonisation and
T privacy and data protection more

rights)
Council of Europe Council of Europe European European Union

European Convention Convention for the Communities Charter on
on Human Rights Protection of Individuals Directive 95/46/EC on the Fundamental Rights
with regard to Automatic protection of individuals
Processing of Personal with regard.
Data :
European Union
Regulation 2016/679 on the
protection of natural
persons...
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- -, o 1970 verabschiedete Hessen das
data processing 1960's weltweit erste Datenschutzgesetz

the need for regulation

‘evasion’ of national data
protection acts via telecom

4 N

1970 incentive for member states
, > companies to J\> ban the transfer of
pr;?;leoc,;/‘ao/nd:gs A process their data pers 0’7 al d? tato
in member state countries without
different levels of with lowest level of ‘adequate
protection protection protection’
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harmonisation!
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(9) The objectives and principles of Directive
95/46/EC remain sound, but it has not
prevented fragmentation in the

implementation of data protection across the
Union, legal uncertainty or a widespread public
perception that there are significant risks to the
protection of natural persons, in particular with
regard to online activity. Differences in the level
of protection of the rights and freedoms of
natural persons, in particular the right to the
protection of personal data, with regard to the

processing of personal data in the Member

tates may prevent the free flow of personal
data throughout the Union. Those differences
may therefore constitute an obstacle to the
pursuit of economic activities at the level of the
Union, distort competition and impede
authorities in the discharge of their
responsibilities under Union law. Such a
difference in levels of protection is due to the
existence of differences in the implementation
and application of Directive 95/46/EC.

(13) [...] The proper functioning of the internal
market requires that the free movement of
personal data within the Union is not restricted
or prohibited for reasons connected with the
protection of natural persons with regard to
the processing of personal data.

General Data
Protection

Regulation
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EU Charter of Fundamental Rights (2000)

e art. 7 privacy
* art. 8 data protection

¢ art. 11 freedom of information

THE EU
CHARTER OF
FUNDAMENTAL
RIGHTS

A Commentary

2 Hervey,

ela Ward
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legal basis

Article 16(2) TFEU Article 114(1) TFEU

The European Parliament and the The European Parliament and the
Council [..] shall lay down the rules Council shall [..] adopt the measures
relating to the protection of for the approximation of the
individuals with regard to the provisions laid down by law,
processing of personal data by regulation or administrative action
Union institutions, bodies, offices in Member States which have as
and agencies, and by the Member their object the establishment and
States when carrying out activities functioning of the internal market.
which fall within the scope of Union

law, and the rules relating to the

free movement of such data. [...]

horizontal effect

‘there may be positive obligations inherent in
an effective respect for private or family life [...].

These obligations may involve the adoption of
measures designed to secure respect for private
life even in the sphere of the relations of
individuals between themselves’

“_\-\._

1. v. Finland 2008




security, spam & telemarketing, calling line
identification, traffic data, directory services

European Communities

Directive 97/66/EC concerning
the processing of personal

data and the protection of
privacy in the
telecommunications sector

1997

2002
/

European Union

Directive 2002/58/EC concerning
the processing of personal data
and the protection of privacy in
the electronic communications
sector (Directive on privacy and
electronic communications)

[ i

2006° 200972019

ePrivacy Directive 2002/58/EC

retention of traffic data for the

purpose of prevention of
terrorism and serious crime

European Union
Directive 2006/24/EC

on the retention gfldata
generated Ol in
connect e
provision of p: able

_ctronic ...

g

strict rules for cookies,
breach notification

work-in-progress:
rules for OTT

European Union

Directive 2009/136/EC
amending Directiv
2002/58/EC 1\

European Union
New ePrivacy Directive
or Regulation (?)

national DP-law

* special data and criminal data
* health care and social security

* exemptions for the press
(freedom of information)

* establishment and organisation
of the supervisory authority

In the Netherlands:
GDPR Implementation Act
(Uitvoeringswet AVG or UAVG)
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rules with a very

therefore open

~

broad scope in a
very dynamic
concept

concepts and
general or vague
norms

because that is
flexible and
future-proof

but not too much
court decisions
(vet)

J

so many legal
concepts are not
clear

==

(activist)
supervisory
authorities got a
lot to say...

e

interesting discussions...
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Meetthe Dutchman who cried foul on Europe’s
tracking technology

[ -

As European governments rushed to embrace
technology to fight the coronavirus, a
plainspoken Dutchman emerged as a thorn in
their side. Aleid Wolfsen's message: Don't
pretend your solutions are privacy-friendly.
In a group that normally keeps disagreements
quiet, Wolfsen stands out. A former politician
and mayor of Utrecht who had no formal
training in data protection when he took on his
role in 2016, he has repeatedly been at odds
with other watchdogs, most of whom do not
10| is political background.

The official in charge of Europe's grouping
of privacy regulators was also keen to play
down any disagreements. There is "no
difference in the positions" of different
privacy regulators and the "Dutch case
was a specific case," Andrea Jelinek said,

European Data Protection Board, added:
"The legal concept of anonymization is not
an absolute concept."

Europe's Data Protection Supervisor, who
had OK'd the Commission's use of

telecoms data to track the coronavirus

said: "There is a difference between the
technical impossibility of doing something

to the very end, and something which we ,
would call an effective anonymization." “
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QUESTIONS

1. When did the European Convention of Human
Rights (ECHR) enter into force?

A. 1946
B. 1949
C. 1953
D. 1966

Question 1a preparation assignment questions

2. And what article of that Convention deals with
privacy and data protection?

A.  Article6
B.  Article 8
C. Article 10
D. Article 12

Question 1b preparation assignment questions

QUESTION

3. Why did policymakers and lawmakers in
some European countries see the need for data
protection law (data privacy law) in the 1960s
and the early 1970s

A. Because, at that time the ARPANET, a
precursor of the internet, was created and
subsequently specific DP-law was needed

B. Because, particularly government and
multinationals started using computers for

processing personal data and as a result
new threats to privacy emerged

C. Because of Alan F. Westin’s influential
books on Privacy and Freedom (1967)
and Databanks in a Free Society (1972)

Question 2 preparation assignment questions
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QUESTION

4. In 1976 the European Commission commented
that

“[t]he diversity of national approaches and the lack
of a system of protection at community level are an
obstacle to completion of the internal market”.

How can this diversity be such obstacle?

A. Because companies don’t have sufficient
knowledge of all data protection rules in all
member states

B. Because member states that have data
protection rules cannot allow companies to
avoid these rules by using facilities in member
states without these rules

C. Because it isimmoral that some European

citizens are protected, and some other citizens
are not

Question 3 preparation assignment questions)

QUESTION

5. What is the role of the position papers,

policy papers, guidelines and background

papers published by WP29, EDPB and EDPS?

Are they legally binding?

A. The position papers, policy papers and
background papers are not binding; the
guidance is binding

B. All documents published by these
authorities are binding

C.  None of these documents are binding

These documents only bind the authorities
that published these

Question 4 preparation assignment questions
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QUESTIONS

1. Which ECJ (CJEU) cases are considered
particularly influential in shaping EU DP-
law?

A. CIEU 13 May 2014, C-131/12, (Google
Spain) and CJEU 24 September 2019,
C-507/17 (Google/CNIL) and CJEU 24
September 2019 C-136/17 (GC/CNIL)

B. CJEU 17 July 2014, C-141/12 and C-
372/12 (IND) and CJEU 20 december
2017, C 434/16, (Nowak)

C. CJEU 6 October 2015, C-362/14
(Schrems 1)

D. All of the above (and many more)
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